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HONG KONG CYBER THREAT (2026 1st Half)

Cyber Threat Intel 
targeting HK

>733K
     87 % 
2026 1st Half  

vs 2025 1st Half

31.7% Phishing

11.5% Botnet

19%

10.6% Malware

24% Scanning

System
Vulnerability



Online Scam & Technology Crime Statistics (Jan – Jun 2026)

Deception / Crime Category
No. of Cases (Jan–Jun 
2026)

YoY Change (%) Financial Loss (HKD)

Online Shopping Scams 4,980 cases   -23.8% HK$ 177.7 Million

Payment Link Scams 1,216 cases   New category in 2026 HK$ 113.5 Million

Online Investment Scams 1,778 cases   -21.8% HK$ 1.254 Billion

Online Account Takeover 1,727 cases   +132.7% HK$ 153.5 Million

Phishing Scams 1,113 cases   +60.6% HK$ 41.4 Million

Social Media Scams 840 cases   -27.8% HK$ 311.6 Million

Online Employment Scams 696 cases   -73.8% HK$ 125.2 Million



Account Suspension 

CUT水 ! CUT電 !

I am Dad !



JURISDICATIONAL FRAGMENTATION



Notable Cyber Security Incidents

Hacking Activities in HK

Ransomware Attacks in HK

Neigbuy 「鄰住買」

Shun Hing Group 信興集團

Canvas
Personal data breaches affecting multiple educational institutions

Get Nice Securities 結好證券
Temporary disruption to trading systems & related services

Ngong Ping 360 昂坪360
Internal operating systems rendered inoperable

33,000

920,000

2025 FULL YEAR

52 cases

2026 (JAN – JUN)

17 cases

2025 FULL YEAR

43 cases

2026 (JAN – JUN)

23 cases

Cyber Security Incidents (1st Half 2026)



Global University APT Espionage Flow
Targeted Academic Intelligence Theft & Multi-Stage Penetration Campaign

TIMEFRAME
Q1 2026 Peak Activity

THREAT ACTOR
APT "MISSION2074"

GEOGRAPHIC SCOPE
27 Nations Worldwide

IMPACTED SCALE
100+ Universities & 
Research Labs

Target Reconnaissance Initial Infiltration Persistence & Control Lateral Movement Silent Exfiltration

OSINT & network 
scanning
SSHD / FTP server 
probing
Identifying key lab 
accounts

Spear-phishing emails
Zero-day web exploits
Unpatched server RCE

Covert backdoor 
deployment
SSH credential 
harvesting
Privilege escalation

Traversing campus 
networks
Pivoting via partner 
labsAccessing core 
databases

Encrypted data transfer
Dual-use IP & patent 
theft
Log deletion & evasion
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DEEPFAKE CASE STUDIES

Deepfake CFO Scam



DEEPFAKE CASE STUDIES

AI-enabled romance and investment scams 

Scam BillboardDeepfake AI Suite



DEEPFAKECASE STUDIES

Deepfake attacks targeting e-KYC systems



Deepfake in WhatsApp Impersonation Scam

DEEPFAKE CASE STUDIES





DEEPFAKE CASE STUDIES

Outbound 

> Hugging Face Pipeline  (RCE)
> Cross-org Penetration 

Credential Harvesting !



Potential Risks of Deploying 
Agentic AI

Tool Misuse and Exploitation

Agentic Supply Chain 
Vulnerabilities

Insecure Inter-Agent 
Communication

Rogue Agents

Unexpected Code Execution / RCE

Identity and Privilege Abuse)



Continuous

 Adaptability 

OFFENSIVE

Autonomous phishing 
& deepfake

Automated vulnerability 
discovery and exploitation

Adversarial AI
Malware evolution and 
evasion

Threat and behavior 
correlation analysis

Automatic Incident 
Response

System Resilience & Access 
Control 

Cross-sector 
Collaboration & IOC 
Sharing

The New AI-driven Battlefield
DEFENSIVE



Building a Trusted Cybersecurity 
Ecosystem

Legislation & Governance

Proactive Intelligence Operations

Infrastructures and Resilience
Regional and International 
cooperation

Public–Private Partnership

Public Awareness



Industrialised Defence in Cyber Policing  
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