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• Safeguard Your Email and Personal Data

• Identify and Report Scam Email

• Data Loss Protection for Outgoing Email

• Remote Access Service (VPN and SASE)

• HKBU Passwordless Single Sign-on

Topics to be Covered
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Safeguard Your Email and Personal Data
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Safeguard Your Email and Personal Data
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Samples of Phishing scam…
1
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Flag 1

Sense of Urgency: Phishing attempts create artificial pressure 

using phrases like “URGENT" to bypass critical thinking.

Flag 2

Suspicious Sender Email Address: The sender

claims to be a University Professor/Head of Department, but the 

actual email address is a generic Gmail account 

(jmarsiveq15719@gmail.com) rather than an official institutional 

domain (@hkbu.edu.hk).

Flag 3

External Email Warning Header: The system automatically flags 

the message with CAUTION! EXTERNAL EMAIL (not being sent 

from @hkbu email system), confirming it originated outside the 

university network.

Flag 4

Off-Platform Communication Request: Requesting your 

WhatsApp number (your WhatsApp number for easier 

communication) attempts to move communication off monitored 

institutional email channels where security filters apply.
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How to Report Phishing Email

Outlook (Web)Outlook (App)Outlook
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Phishing Alerts from ITO



DLP for outgoing emails prevents emails from being sent by 

mistake

An email will be quarantined and will NOT be sent out if it has

been detected to contain “a certain amount of” personal 
data: For example:

• HKID, Passport / Personal identity number

• Staff / Student number

• Bank account / Credit card number

   And More…

Why is my email NOT sending out?
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Data Leakage Prevention (DLP) for Outgoing Emails

Encrypt (or *STRONG password-protect) Email attachments containing restricted/confidential data



Email Quarantined by DLP ➔ What shall I do?
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The DLP Quarantine Notification email will 

arrive in minutes after the email was sent.



• Traditional Way - VPN (Virtual Private Network)

• SASE (Secure Remote Access Service)

• Modern service provides secure and efficient 
connections to HKBU sensitive data and systems—
anytime, anywhere

• Allows you to access the following services which 
VPN can not provide:

o Reach internal and restricted systems

o network shared drives

o Print to office network printers

  

Remote Access Service
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SASE User Guide + FAQ

https://ito.hkbu.edu.hk/services/it-security/sase.html
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Remote Access Service

https://ito.hkbu.edu.hk/services/it-security/sase.html
https://ito.hkbu.edu.hk/services/it-security/sase.html
https://ito.hkbu.edu.hk/services/it-security/sase.html


• HKBU implemented since 2018

• HKBU MFA System: DUO

• Sign-in requires 

• Password 

• 2nd factor for verification 
(e.g. Authentication 
Prompt)

   

MFA (Mutli-Factor Authentication)
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• Password is no longer required

• HKBU Passwordless is just like “iAM 
Smart”

• Combining 
➢ Something you have (your device) 

➢ Something you are (your biometrics)

• Enjoy a faster and more secure 
login 

   

Passwordless
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https://stage-ito.hkbu.edu.hk/services/it-
security/passwordless.html?tabs1=trailer-tab
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9. Passwordless



Advantages of Passwordless
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Passwordless Demo – Fingerprint 16



Passwordless Demo – Using QR Code
17
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Passwordless User Guide + FAQ

https://ito.hkbu.edu.hk/services/it-security/passwordless.html

Passwordless Training and User Guide

Zoom Training 

• 15-Oct (11:30am – 12:30pm) Cantonese

• 23-Oct (11:30am – 12:30pm) English

https://ito.hkbu.edu.hk/services/it-security/passwordless.html
https://ito.hkbu.edu.hk/services/it-security/passwordless.html
https://ito.hkbu.edu.hk/services/it-security/passwordless.html


• Maintain High Security Awareness
• Always Think Before You Act

• Try our new Remote Access Service
• SASE: A faster, seamless, and more secure

• Adopt Passwordless Authentication
• Upgrade to a faster, simpler, and securer login 

experience using your device and biometrics

Take Away
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THANK YOU



Q & A
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Survey
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