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Guidelines on using Multi-Factor Authentication (MFA)

Switched to a New Phone?
Follow these steps to activate Duo Mobile app in your new phone.

Step 1: Get a bypass code from Bypass Code Portal .
Step 2:  Sign in Device Management Portal. When prompted to

confirm your identity via MFA, choose ‘Enter a passcode’

and enter the code obtained in step 1. D 9

Step 3: Register your new phone. See Add Additional Mobile
Device(s) for detailed procedure.
Step4: Remove your old phone. See Remove a Mobile Device

for detailed procedure.

Useful Links

e Device Management Portal

Register for MFA / manage your registered devices.

e Bypass Code Portal

Emergency account access without a mobile device by obtaining a bypass
code.

e FAQ on using Multi-Factor Authentication (MFA)
Frequently asked questions about the use of MFA in different situations.

[=]:

# Download on the A GETITON
& App Store Duo Mobile O P> Google Play
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https://iss.hkbu.edu.hk/buam/DuoBypassCode
https://iss.hkbu.edu.hk/buam/DuoReg
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https://iss.hkbu.edu.hk/buam/DuoBypassCode
https://ito.hkbu.edu.hk/services/it-security/2fa.html#accordion-a263d760a2-item-8490e6895a
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Guidelines on using Multi-Factor Authentication (MFA)
Guidelines on using Multi-Factor Authentication (MFA)
e Register Your First Mobile Device

e Login HKBU email on the web
e Add Additional Mobile Device(s)
e Re-activate a Mobile Device

e Rename a Mobile Device

e Remove a Mobile Device

e Emergency Account Access without a Mobile Device
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Guidelines on using Two-Factor Authentication (2FA)

Register Your First Mobile Device

1. Go to Device Management Portal and click ‘Sign In to Start Now’ button.

HHEGRKR
HONG KONG BAPTIST UNIVERSITY

®

Two-factor Authentication (2FA) Device Management Portal

Welcome to the Device Management Portal for 2FA

Two-Tactor Authentication (2FA) is an enhancement to the security of

your SSOid by adding a simple step to the sign in process 1o validate Should you need any assistance during the process, please

your identity when you access certain HKBU IT resources. contact our ITO Service Call Centre as follow:

This website will guide you through the device registration process for

2FA. Once your S50id is activated with 2FA, you may also manage ITO Service Call Centre
your registered devices here. Registration is simple and takes only a Tel: (852) 3411-7899
few minutes to complete. To begin, click the sign in button on screen. Email: hotline@hkbu.edu.hk

Refer to the dedicated website for more details:

https:/fito_hkbu_edu.hk/2fa/
Sign In to Start Now

2. Enter your ‘HKBU Email Address’ and password (on NEXT page). If you're using non-HKBU

networks, you need to answer Security Question after that.

Tips: ‘Email Address’ is the full HKBU email address instead of SSOid.

HEEGRE

HONG KONG BAPTIST UNIVERSITY

Single Sign-On

Email Address

Next
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Guidelines on using Two-Factor Authentication (2FA)

3. Read the welcome message and click ‘Next’ on lower right side to proceed.

Welcome to the Device Management Portal for 2FA

Two-factor Authentication (2FA) is an enhancement ta the security of your SSOid by
adding a simple step to the sign in process to validate your identity when you
access certain HKBU IT resources.

This website will guide you through the device registration process for 2FA. Once
your $30id is activated with 2FA, you may also manage your registered devices
here. Registration is simple and takes only a few minutes to complete. To begin,
click the sign in button on screen.

Refer to the dedicated website for more details:
https:/fito.hkbu.edu.hk/2fa/

Should you need any assistance during the process, please contact our ITO

Service Call Centre as follow:

ITO Service Call Centre
Tel: (852) 3411-7899
Email: hotline@hkbu.edu_hk

4. Click ‘Start setup’ button to start registering your first mobile device.

What is this? 04

your account, even if they know your password
Secured by Duo

Start setup

AEAINS.  Protect Your Hong Kong Baptist University (UAT) Account

Meed help? Two-factor authentication enhances the security of your account by using & secondary device to verify your identity. This prevents anyone but you from accessing

This process will help you set up your account with this added layer of security.
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Guidelines on using Two-Factor Authentication (2FA)
5. Select ‘Tablet’ (even you’re using a smartphone) and click ‘Continue’ button

What type of device are you adding?

Mobile phone rRECOMMENDED

®  Tablet (iPad, Nexus 7, etc.)

What is this? 4

6. Select the operating system of your mobile device and click ‘Continue’ button.

What type of tablet are you adding?

i0S (iPad, iPod Touch)

Android

m

What is this? 7
Need help?
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Guidelines on using Two-Factor Authentication (2FA)
7. Follow on-screen instructions to install Duo Mobile app on your device. Afterwards, click ‘I

have Duo Mobile Installed’ button.

Install Duo Mobile

What is this? 4

Need help?

duo mobile

Duo Mobile

e ((GeT)
Duo Security |~ J|

m | have Duo Mobile installed
»

8. Open your Duo Mobile app on your mobile device, then click button (i0S) /

button (Android) on the top right hand corner and scan the QR code.

Q Tips: go back to previous step to install Duo Mobile app if you haven’t done so.

Activate Duo Mobile

[=]

1. Open Duo Mobile.
2. Tap the "+" button.
3. Scan this barcode.

What is this? ¥

Need help?
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Guidelines on using Two-Factor Authentication (2FA)
9. Once the QR code is accepted, the ‘Continue’ button will be enabled. Click it to continue.

Activate Duo Mobile

1. Open Duo Mobile.
2. Tap the "+" button.
3. Scan this barcode.

What is this? ¥

Need help?

m

10. At the same time, your account is also listed in the mobile app.

Hong Kong -
Baptist University
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Guidelines on using Two-Factor Authentication (2FA)

11. At ‘My Setting & Devices’ screen, confirm that your mobile device is listed. Click ‘Next’

button to continue.

My Settings & Devices

é 05 e

+ Add another device

What is this? [F
Need help? Default Device:  jOS

When Ilogin: | Ask me to choose an authentication method v

12. Double check that your mobile device is listed. Click ‘Confirm’ to proceed.

Please verify that the registration details listed below are correct.
Click [Previous] button to make changes or click [Confirm] button when done.

Registration Details:

$50id

Beglsteed 2R DEVIGE=] Phone Number (Status)  N/A (Activated)

Platform Apple I0S
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Guidelines on using Two-Factor Authentication (2FA)
13. Done! Click ‘Sign Out’ to leave the Device Management Portal.

HEErGAR
HONG KONG BAPTIST UNIVERSITY

Two-factor Authentication (2FA) Device Management Portal

Sign Out

« Please contact the service counter of your learning centre for inquiry if you are an SCE student.

« If you authenticate with "Passcode”, click [ELagln g and then [[EXIL to process.

« When adding a new device, please select "Tablet" even if you are using a smartphone.

Done! Two-factor Authentication will be effective in two hours.
Please click [Sign Out] link on top right hand comer to exit.
Thank you for helping us to keep your data safe!

14. Try login to HKBU email. Refer to section Login HKBU email on the web for detailed steps.

ITO/USS/U006/2017 last modified on 18/10/2023 Page 9 of 18



é % ?% @ j( % ’ ;rfrzafren:;tionTechnology
HONG KONG BAPTIST UNIVERSITY & 50 B B R

Guidelines on using Two-Factor Authentication (2FA)
Login HKBU email on the web @

1. Visit https://outlook.office.com and enter ‘HKBU Email Address’ and click ‘Next’.

Outlook

ms Microsoft

Sign in

to continue to Cutlook

Email, phone, or Skype

Mo account? Create one!

Can't access your account?

Mext

2. You will be redirected to a dedicated HKBU login page.

Enter your ‘HKBU Email Address’ and password (on NEXT page).

Q Tips: ‘Email Address’ is the full HKBU email address instead of SSOid.

HERGARE

HONG KONG BAPTIST UNIVERSITY

Single Sign-On

Email Address
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Guidelines on using Two-Factor Authentication (2FA)
3. After inputting your login information, you will be asked to respond to a push message at

your mobile devices or choose other options to confirm your identity.

If at this stage you manage to have logged into M365 without being prompted to ‘Choose

an authentication method’ as shown below, follow through the mobile device registration

process again and make sure that you register your device successfully.

AHEAAR
HONG KONG BAPTIST UNIVERSITY < Back

Check for a Duo Push

Verify it's you by approving the notification.

Sentto Android T ct Due Push 5 -
i Send to Android I
b

Other options to log in

125 Duo Mobile passcode
r e -—-  Entera code from the Duo Mobile app

129 Bypass code
' Other options -— Enter a code from your IT help desk

n

%I Need help? Secured by Duo Meed help? Secured by Duo
i |
E | : A =

If your mobile device has Internet access, you are recommended to use Duo Push. This is
the easiest and quickest way to confirm your identity. To use Duo Push,
a. Open your Duo Mobile app.

b. The ‘Login Request’ screen appears. Tap ‘Approve’ to grant access.

HEEEKP
HONG KONG BAFTIST UNIVERSITY

Are you logging in to
“hkbu.edu.hk?

@ Hong Kong Baptist University
© Kowloon, KKC, HK

(® 10:54 am GMT+8

Deny Approve

o
~
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Guidelines on using Two-Factor Authentication (2FA)
If your mobile device does not have Internet access, you can still have your identity
verified by entering a passcode. To do so,
a. Click ‘Duo Mobile Password” option. You will be prompted to enter a passcode.

b. Open your Duo Mobile app. Tap on the account name. You will see a passcode

generated.
= HIRJla
= LJ‘U
FEHEBEGRS
HONG KONG BAPTIST UNIVERSITY
Q  Search
Hong Kong Baptist University
Accounts + Add

Passcode 580 625 Copy

ameneHONG Kong Baptist University
C Refresh passcode

c. Enter the passcode as shown and click the “Verify’ button to complete the

verification.

EE R P
HONG KONG BAPTIST UNIVERSITY

Enter your passcode

Verify it's you by entering a passcode from the

Duo Mobile app.

Passcode

4. You are now securely logged in.
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Guidelines on using Two-Factor Authentication (2FA)

Add Additional Mobile Device(s) @

You may add additional devices for verification for your convenience.

Q Tips: only ONE device of your choice can receive Duo Push at a time.

Log on the Device Management Portal

For security reasons you will be prompted to confirm your identity via 2FA. Follow the on-
screen instructions to proceed.

3. Upon successful verification, you will see a list of registered devices under ‘My Settings &
Devices’. Click ‘+ Add another device’ link.

My Settings & Devices

ﬁ' Android Device Options

+ Add another device

What is this? [§
Need help? Default Device:  Android

When I log in: Ask me to choose an autheniication method v

4. Follow steps (5) - (13) as shown in Register Your First Mobile Device

Q Tips: Once you have registered additional devices, you will be able to select a preferred device

for receiving Duo Push in the future. Therefore, you may want to Rename Your Mobile Device so

that it becomes more recognizable to you.

Device: | ipad(i0s) v

iPad (i0S)
iPhone (i0S)

Duo Push RECOMMENDED Send Me a Push
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Guidelines on using Two-Factor Authentication (2FA)
Re-activate a Mobile Device @

If you need to get Duo Push working on your phone (for example, if you have replaced your

phone with a new model), follow the steps below.

Log on the Device Management Portal

For security reasons you will be prompted to confirm your identity via 2FA. Follow the on-
screen instructions to proceed.

3. Upon successful verification, you will see a list of registered devices under ‘My Settings &
Devices’. Click ‘Device Options’ button next to your registered device, then click

‘Reactivate Duo Mobile’ button.

My Settings & Devices

1 iPad

D Reactivate Duo Mobile ¢ Change Device Name

4. Follow steps (6) - (12) as shown in Register Your First Mobile Device

What is this? 4

Need help?

+ Add another device
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Guidelines on using Two-Factor Authentication (2FA)
Rename a Mobile Device @

If you added multiple devices, you may want to change the names of your registered devices to
make them more recognizable to you. This will help you identify the right device more easily for

Duo push during account verification.

Log on the Device Management Portal

For security reasons you will be prompted to confirm your identity via 2FA. Follow the on-
screen instructions to proceed.

3. Upon successful verification, you will see a list of registered devices under ‘My Settings &
Devices’. Click ‘Device Options’ next to your registered device, then click ‘Change Device

Name’ button.

My Settings & Devices

f Reactivate Duo Mobile # Change Device Name

4. Provide a new name for the registered device and click ‘Save’ button to confirm the

Z

(4 iPad

What is this? [

Need help? + Add another device

changes.
5. Click ‘Next’ button on the lower right hand corner, then click confirm to complete the

process.
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Guidelines on using Two-Factor Authentication (2FA)
Remove a Mobile Device @

If you have lost your mobile device, or the mobile device is no longer in use, follow the steps below
to remove it from registered device list.

O Tips: you need to keep at least 1 registered mobile device.

Log on the Device Management Portal

For security reasons you will be prompted to confirm your identity via 2FA.  Follow the on-
screen instructions to proceed.
3. Upon successful verification, you will see a list of registered devices under ‘My Settings &

Devices’. Click ‘Device Options’ next to your registered device, then click the bin button
& ]

4. Click ‘Next’ button on the lower right hand corner, then click confirm to complete the

process.
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Guidelines on using Two-Factor Authentication (2FA)
Emergency Account Access without a Mobile Device @

If you cannot receive Duo Push message and do not have any passcode on hand (say, you forget to

bring your phone, phone out of battery ... etc), follow the steps below to get a Bypass Code.

O Tips: For better protection, obtain a bypass code only using a trusted device.

0 Tips: The bypass code is valid for up to 24 hours after generation. Once a new bypass code is

generated, any bypass code(s) generated previously will become void immediately.

O Tips: Contact ITO Service Call Centre if you want to obtain a bypass code for ‘department’ type

or ‘project’ type account.

1. Logon the Bypass Code Portal. Follow on-screen instructions to enter your information for

verification.

LR A

HONG KONG BAPTIST UNIVERSITY

Obtain Two-factor Authentication (2FA) Bypass Code

HKID e.g. A12341x(x) -> A1234

%t yhn

ITO/USS/U006/2017 last modified on 18/10/2023 Page 17 of 18



https://iss.hkbu.edu.hk/buam/DuoBypassCode

é % ?% @ j( @ ’ ;?;fn:;tionTechnology
HONG KONG BAPTIST UNIVERSITY & 50 B B R

Guidelines on using Two-Factor Authentication (2FA)

2. Upon successful verification, click ‘Continue’ button.

HEHEEGRE
HONG KONG BAPTIST UNIVERSITY

Obtain Two-factor Authentication (2FA) Bypass Code

Check Your HKBU Email for Bypass Code
The bypass code has been sent to your HKBU email account. Please check your mailbox to obtain the code

IT you want to view the same code on screen, please click [Continue] button. Otherwise, click [Exit] button to

sign out
EXIT CONTINUE

3. You will be prompted to answer a security question if you decide to view the bypass code

online. Upon successful validation you will see your bypass code displayed on screen.

HHEEGRE
HONG KONG BAPTIST UNIVERSITY

Obtain Two-factor Authentication (2FA) Bypass Code

Retrieve Duo Bypass Code online

Should you need to retrieve your Duo Bypass Code online, please answer the following Security Question o

Question 1 &3

D Show your answer.

=4 VIEW MY BYPASS CODE ONLINE

O Tips: Close the browser windows upon exit and make sure the bypass code won’t be

seen by anyone else.
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