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Register Your Phone as a Universal Security Passkey [RECOMMENDED]

A “roaming” Security Passkey is an encrypted digital key to verify your identity
across multiple devices using the Passwordless SSO service via secure Bluetooth
connections. This ONE-TIME registration process will guide you through the
creation of your universal Security Passkey stored on your mobile phone.

Register Roaming Security Passkey (First/Primary Device)

Go to DUO Self-Service Portal (SSP) using
a Bluetooth-enabled PC/Laptop*:

https://hkbu.login.duosecurity.com/devices

Go to DUO Self-Service Portal (SSP) with
the link above.

* You must visit DUO SSP using a
supported web browser on a Bluetooth-
enabled PC or laptop.
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Single Sign-On
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Single Sign-On

@nkbu eduhk edit

Email Address

Enter your HKBU Email Address and
Password (on the NEXT page).

Note: The Email Address is the full HKBU
email address instead of SSOid.
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Select an option to log in

< Back

Check for a Duo Push

Verify it's you by approving the notification

s Duo Push 3
Send 1010 » Sentto iPhone (i0S

23  Duo Mobile passcode [
=~ Entera code from the Duo Mobile app

Bypass Code >
= Entera code from your IT help desk

Need nelp? Secured by Duo

Need help? Secured by Duo

Add a device
Log in faster with Touch ID, Duo Push,
and more

Select one of the options for verification.

3

Suggest choosing ‘Duo Push’ to confirm
the login on your mobile device.
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4 Click ‘Add a device'.
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https://hkbu.login.duosecurity.com/devices
https://duo.com/docs/passwordless#supported-browsers
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Select an option Set up security key

You'll use this to log in with Duo. You can add When prompted, use your security key.

another option later.

Continue
Duo Mobile  Recommended
Get a notification or code on your device
@ Security key N
Use a security key
Need help? Secured by Duo Need help? Secured by Duo

5 Click ‘'Security key'. Click ‘Continue’.

@ Windows Security . X .
. ) Windows macOS Windows ; macOS .
ave your passkey &

@ Windows Securi x . "
ity -3

&
Passkey for duosecurity.com
Choose where to save your passkey

Chaose where to save your passkey for

sy 2 iPhone, iPad, or Android device
ﬁ = , iPad, duosecurity.com
o ’
() security key

G usB security key >

Cancel
cancel

Insert your security key into the USB port.

(3 This wil be saved to your security key.

Click ‘Change’ on Windows or ‘Save Select ‘iPhone, iPad or Android
another way' on macOS device. device' on Windows or ‘Use a phone
or tablet’ on macOS device to save

your passkey.

@ Windows secuity x

Save your passkey W|ndoWs P maCOS G wndenatecsty WIndOWS . maCOS

(@) Use your phone or tablet
G Scan this QR code with the camera on the device where you Save your passkey

L want to create and save your passkey for duosecurity.com
e’
<t Passkey for o Follow the steps on your device
" i[=]
Q’ g E] i
Em- Lt Device connected!
Continue on your device
Scan this QR code with your phone or tablet
o0 ©9 This will be saved to your phone or tablet. Change
&% This wil be saved to your phone or tablet Change ox%

Back Cancel

Cance
)

enabled on your PC or laptop. Scan to complete the authentication.
the QR code display on the screen
with your phone to continue.

Before you begin, ensure Bluetooth is 1 Follow the instructions on the phone
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@ Added security key

‘You can now verify your identity with Duo using
this security key.

‘ Continue

Need help? Secured by Duo

Your phone is successfully registered
as a roaming Security Passkey.

Click ‘Continue’ to complete the
process.
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Register Roaming Security Passkey (Optional: Secondary/Backup Devices)

Go to DUO Self-Service Portal (SSP) using
a Bluetooth-enabled PC/Laptop*:

https://hkbu.login.duosecurity.com/devices
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Single Sign-On

Email Address

’ @nhkbu.edu.hk]

‘ Next

Secured by Duo

Go to DUO Self-Service Portal (SSP) with
the link above.
* You must visit DUO SSP using a
supported web browser on a Bluetooth-
enabled PC or laptop.

‘Next'.

2 Enter your HKBU Email Address and click

Note: The Email Address is the full HKBU
email address instead of SSOid.

@ Windows Security X Passkeys

Sign in with a passkey WI n d Oows (8] Use your phone or tablet ma COS
Scan this QR code with the camera on the device that has

©@ iPhone, iPad, or Android device ° your passkey for duosecurity.com

©®X  passkey for duosecurity.com

Scan this QR code with your phone or tablet

Cancel

@ Windows Security WI nd OWS x " maCO

Sign in with a passkey

®@ iPhone, iPad, or Android device o Follow the steps on your device

©F  passkey for duosecurity.com

(o

Device connected!
Continue on your device

Cancel

Security Passkey device and proceed to

3 Scan the QR code with the roaming
Step 4a.

Alternatively, click 'Cancel’ to proceed
with Step 4b to verify your identity using
Password and Duo Push.

Note:
Bluetooth must be enabled on your PC or
laptop to display the QR code.

Follow the instructions on the phone
4a to complete the authentication.

Then, Proceed to Step 7.
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Couldn't use security key Other options to log in
Your login request using your security key was
canceled or timed out.

Security Key
@ Tis option didn't work You may need >

I 1o select a different option

Make sure you are using a security
key that requires a PIN or fingerprint.

‘I Show other options I‘ eee Password 3
Use your password to log in
Try again
Need help? Secured by Duo
Event ID: AXOKQBCZ2KXBI1UUDIAU [y Secured by Duo

HEHREAR
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Single Sign-On
@nkpu.equ.hk edi

Password

Secured by Duo

A page saying Couldn’t use security
key will appear. Choose ‘Show other
options’ and then click ‘Password'.
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5 Enter your Password and click 'Log In'.
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Select an option to log in Check for a Duo Push

Verify it's you by approving the notification .

U Duo Push >
Send0i0S Sentto iPhone (i0S)
125 Duo Mobile passcode N 8

Enter a code from the Duo Mobile app

7/

123 Bypass Code >
= Entera code from your IT help dask

Need help? Secured by Duo
Need help? Secured by Duo

[ FELTE]
nane rayenain 2 Em Googie Passwons #em 0s e
Manager
. °
(]

anaroin & em iPrane s em a3 arvce

Select one of the options for verification.

Suggest choosing ‘Duo Push’ to confirm
the login on your mobile device.

Click ‘Add a device'.
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Select an option

You'll use this to log in with Duo. You can add

another option later.

c Duo Mobile Recommended
Get a notification or code on your device

@ Security key N

Use a security key

Need help? Secured by Duo

Select ‘Security key'.

< Back Close X

Set up security key

When prompted, use your security key.

Continue

Need help? Secured by Duo

Click ‘Continue’.

@ windows security WI n d OWSs X

Save your passkey

macOS

&
¥ Ppasskey for duosecurity.com Use your security key with duasecurity.com

insart your security key and touch it

dunsecurity.cam will learn the make and maded of your security

D -
coneet

Insert your security key into the USB port.

(3 s will be saved to your security key.

Windows
@ Windows Security % o @

Choose where to save your passkey

Ty Chaose where to save your passkey for
ng iPhone, iPad, or Android device I duosecurity.com
. :
Security key
G usB security key >

Cancel
cancel

Click ‘Change’ or ‘Save another
way'’.

Last updated: 24 Aug 2026

Select ‘iPhone, iPad or Android
device’ or ‘Use a phone or tablet’
to save your passkey.
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https://dl.duosecurity.com/DuoMobile-latest.apk
https://dl.duosecurity.com/DuoMobile-latest.apk

@ windows securty x

Save your passkey Wi N d OWS
& °

Yo
oA,
2 0

N

e

Scan this QR code with your phone or tablet

Passkeys m a C O S

[8) Use your phone o tablet

B2 This will be saved to your phone or tablet Change

Scan this QR code with the camera on the device where you
want to create and save your passkey for duosecurity.com

Back Cancel

@ Windows Security M X
Windows H
Save your passkey
e’
=] Passkey for o

)

Device connected!
Continue on your device

Follow the steps on your device

S This will be saved to your phone or tablet Change

Cancel

macOS‘

Cancal

A QR code will be displayed on
the screen. Use your backup
device to scan the QR code.

Note:

Bluetooth must be enabled on PC

or laptop to display the QR code.
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© Added security key

You can now verify your identity with Duo using
this security key.

‘ Continue

Need help? Secured by Duo

Your device is successfully registered
as a secondary (additional backup)

roaming Security Passkey.

Click ‘Continue' to complete the
process.
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Follow the instructions on the
backup device to complete the

authentication.

Page 6 of 6



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6

