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3-Step Passwordless SSO Using QR Code and Security Passkey

on Mobile

The following describe the Cross-platform Universal 3-Step Passwordless SSO using

a Security Passkey registered on you

r mobile:

(1) Enter Username, (2) Scan QR Code, and (3) Verify your identity with Biometrics.

This is a RECOMMENDED Passwordless SSO method for users of
Departmental/Project Accounts in which login are shared among multiple staff

members of the department/unit.

Prerequisites:
1)

Reqister Your Phone as a Universal Security Passkey (Authentication Device)

2)

Turn ON Bluetooth on BOTH the Login and Authentication Devices
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Access any Passwordless-SSO-Supported
application service on a Bluetooth-
enabled device (the Login Device).
Enter your HKBU email address, then
Click ‘Log in’.

1

2

Scan the QR Code displayed on screen using
your mobile device (the Authentication
Device) that registered with your Security
Passkey.
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\  Success!

Follow the instructions on the phone to
complete the authentication.
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Authenticate successfully.
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https://dl.duosecurity.com/DuoMobile-latest.apk
https://ito.hkbu.edu.hk/pub/2fa/guides/Register_Your_First_2FA_Device_using_PC_and_Smartphone.pdf
https://ito.hkbu.edu.hk/content/ito/en/_jcr_content.ssocheck.json?pathPdf=/content/dam/hongkongbaptistuniversity/ito-assets/doc/public/2fa/guides/register-your-first-mobile-device-using-computer-and-smartphone.pdf
https://ito.hkbu.edu.hk/content/dam/hongkongbaptistuniversity/ito-assets/doc/public/passwordless/10.register-your-phone-as-a-passkey.pdf
https://ito.hkbu.edu.hk/content/dam/hongkongbaptistuniversity/ito-assets/doc/public/passwordless/10.register-your-phone-as-a-passkey.pdf
https://ito.hkbu.edu.hk/content/dam/hongkongbaptistuniversity/ito-assets/doc/public/passwordless/10.register-your-phone-as-a-passkey.pdf
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