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Sign-On Using a "Passwordless Registered Device” or
“One-time” Verification Code

The following describes the steps to perform Passwordless SSO Authentication
using a "Passwordless Registered Biometric Device":

A: Android Device with Biometric
B: iOS Device with Face ID/Touch ID

C: macOS PC/Laptop with Touch ID

D: Windows PC/Laptop with Windows Hello

The following describes the steps to perform Passwordless SSO Authentication
using a DUO Mobile App (One-time Verification Code):

E: Devices without Biometric (Verified by DUO Mobile App on Android)

F: Devices without Biometric (Verified by DUO Mobile App on iOS)
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A: Android Device with Biometric
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Single Sign-On
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‘ Log in
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Access any Passwordless-supported SSO Authenticate with Biometric on your
service/application with a registered Android device.

Android device. Then click ‘Log in'.
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\ Success!
Is this your device?

If you're the only person who uses this device

Duo will remember it for future logins. °

‘ Yes, this is my device

No, other people use this device

Click 'Yes, this is my device’ if you are Successfully authenticated.
using your own device.
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B: iOS Device with Face ID/Touch ID
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Single Sign-On
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‘ Log in ‘
Use Touch ID to sign in?
Access any Passwordless-supported SSO Authenticate with Face ID/Touch ID on
service/application with a registered iOS your iOS device.
device. Then click ‘Log in".
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\ Success!

Is this your device?

If you're the only person who uses this device.
Duo will remember it for future logins @

‘ Yes, this is my device

No, other people use this device

Click 'Yes, this is my device’ if you are Successfully authenticated.
using your own device.
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C: macOS PC/Laptop with Touch ID
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Single Sign-On

ssoid @hkbu.edu.hk edit n

Use Touch ID to sign in?

You will be signed in to “duosecurity.com” with your
passkey for “ewwn 90",

Log in

Continue with Touch ID
Other Sign-in Options

Secured by Duo

Access any Passwordless-supported SSO Authenticate with Touch ID on your macOS
service/application with a registered device.

macOS device. Then click ‘Log in'.

LR L2 ES

L HH#RARR
HONG KONG BAPTIST UNIVERSITY

HONG KONG BAPTIST UNIVERSITY
\

Is this your device? Success!

If you're the only person who uses this device, Logging you in...

Duo will remember it for future logins.

Yes, this is my device

No. other people use this device

Click Yes, this is my device' if you are Successfully authenticated.
using your own device.
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D: Windows PC/Laptop with Windows Hello
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Single Sign-On
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Log in
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1 Access any Passwordless-supported SSO

service/application with a registered
Windows device with Windows Hello
enabled. Then click ‘Log in'.

@ Windows Security

Making sure it's you

Sign in with your passkey to “duosecurity.com” as

This request comes from the app "chrome.exe” by "Google LLC".

A

Hello, user!
Select OK to continue.

More choices

-

Seeures vy Uue:
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Success!

Logging you in.

Secured by Duo

5 Successfully authenticated.
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@ Windows Security

Making sure it's you

Sign in with your passkey to "duosecurity.com" as

This request comes from the app “chrome.exe” by “Google LLC".

o

Looking for you...

More choices

Cancel

Secured by Duo

2 Authenticate using Windows Hell

o on

your device.
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\
Is this your device?

If you're the only person who uses this device,
Duo will remember it for future logins.

Yes, this is my device

No. other people use this device

using your own device.
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E: Devices without Biometric (Verified by DUO Mobile App on Android)
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Single Sign-On
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Log in

Secured by Duo

service/application with an Android device

1 Access any Passwordless-supported SSO
without Biometric. Then click ‘Log in'.
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Enter code in Duo Mobile

Open Duo Mobile and enter this veification

code to continue

753 575

Other options

Secured by Duo

A verification code will be shown as

above.

Are you logging in to SAML SP
- BUAM_SSO_ENFORCE_2FA
(u

Unlock Your Device

Please verify with your biometric or device pas

Touch the fingerprint sensor

USE PATTERN

OR

Unlock Your Device
Please verify with your biometric or
device passcode to authenticate with
Duo Mobile

. ° ®
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Enter the verification code shown in Step
2 on Duo Mobile App and click 'Verify'.
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Success!

Logging you .

5 Successfully authenticated.
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4

Authenticate with Biometric / Pattern on

Duo Mobile app.
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F: Devices without Biometric (Verified by DUO Mobile App on iOS)
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Single Sign-On
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Login

service/application with a device without

1 Access any Passwordless-supported SSO
Biometric. Then click ‘Log in".

Enter code in Duo Mobile

Open Duo Moblle and enter this verification
code to continue
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2 Verification code will be shown.

Are you logging in to SAML SP
- BUAM_SSO_ENFORCE_2FA
(
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¥m not logging in

Use Face ID / Touch ID

Verify your identity using this device...

0

)

Continue

Other options

\

OR

Enter iPhone Passcode for
“Duo Mobile”

Verity your identity to approve this request.
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Enter the verification code shown in Step
2 on Duo Mobile app and click ‘Verify'.
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Success!

Logging you n.

5 Successfully authenticated.
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Authenticate with Biometric / Passcode on
Duo Mobile app.
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