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Set Up and Manage Off Campus Wi-Fi on Windows Device

A. Connect to Universities via CSL / Universities via Y5ZONE / eduroam Wi-Fi
B. Forget Universities via CSL / Universities via Y5ZONE / eduroam Wi-Fi
C. Disable Random Hardware Addresses

A. Connect Universities via CSL / Universities via Y5ZONE / eduroam
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Click the Wi-Fi icon [ in the bottom
right corner of the taskbar.

2

Select either ‘Universities via CSL,
‘Universities via YS5ZONE' or ‘'eduroam’
Wi-Fi to connect.

eduroam

* Secured

Connect automatically

Connect

eduroam
* Secured

Enter your user name and password

E] Use my Windows user account

Cancel

3 Check the ‘Connect automatically’ box 4

and click ‘Connect’.
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Enter your HKBU email address as the
username and your password to login,
then click 'OK'.

Email format:;

Staff:
SSOid@hkbu.edu.hk

Student:
StudentNumber@life.hkbu.edu.hk
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8- eduroam
17

Connecting

Continue connecting?
If you expect to find eduroam in this
location, go ahead and connect. Otherwise, it

may be a different network with the same
name.
Show certificate details

Click ‘'Show certificate details’' before
connecting to the Wi-Fi.

8- eduroam
Connecting

Continue connecting?

If you expect to find eduroam in this
location, go ahead and connect. Otherwise, it
may be a different network with the same
name.

Hide certificate details

Issued to: HK, Hong Kong, Hong Kong Baptist
University, certhkbu.edu.hk

Issued by: Sectigo RSA Organization Validation
Secure Server CA

Serverlhumbrmt c1r8 9F 38 98 o5 | I

Connect Cancel

8- eduroam
17

Connecting

Continue connecting?
If you expect to find eduroam in this
location, go ahead and connect. Otherwise, it

may be a different network with the same
name.
Show certificate details

Connect Cancel

Validate the Server thumbprint starting
with C1 FB 9F 3B 9B 95.

If the certificate information matches,
click 'Connect’ to proceed to Step 8.
Otherwise, stop the connection process
immediately and report the issue
tohotline@hkbu.edu.hk.
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Disconnect

2 [
Mobile
Airplane mode hotspot

The Universities via CSL, Universities
via Y5ZONE or eduroam Wi-Fi will then
be connected successfully.
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B. Forget Universities via CSL / Universities via Y5ZONE / eduroam
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8 eduroam

ﬁ cur

~ Disconnect
Properties

Forget onnect

right corner of the taskbar.

1 Click the Wi-Fi iconi in the bottom
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2

Right click the specific Wi-Fi and select
‘Forget’ to forget that Wi-Fi.
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C. Disable Random Hardware Addresses

If your device supports the Random Hardware Addresses feature, it is
recommended to disable it to facilitate user support and network monitoring.

ITO Service Call Centre

Documents

Windows Settings

=20 @ e,
Pictures g P @ o timguoo
Settings & oo SO seen 0 e
Pt S i,

Click Startm and select ‘Settings'.

Click ‘Network & Internet'.

Network & Internet

& status B status
@ WiFi 7 WiFi
% Ethernet % Ethernet
 Dialup Dial-up
Random hardware addresses
® VPN ® VPN

Use random hardware addresses to make it harder for people to
track your location when you connect to different Wi-Fi
nne

2= Airplane mode o
networks. This setting applies to new connections.

@) Mobile hotspot

@ Proxy

Hotspot 2.0 networks

Use random hardware addresses to make it harder for people to
I A ianemone track your location when you connect to different Wi-Fi
networks. This setting applies to new connections.

W atelinETs: Use random hardware addresses

@ Proxy (D oft

Hotspot 2.0 networks

Select 'Wi-Fi' from the left pane and
toggle the Use random hardware
addresses to Off.

Click ‘'Manage known networks.

< Settings
@ Wi-Fi
Manage known networks

4 Add a new network

[ search this it

Sort by: Preference ~  Filter by: All
eduroam
7

® eduroam
Connect automatically when in range

@ on

Random hardware addresses

it hardware addiesses 1o make it harder for peogle 1
catign when you connect to this Wi-Fi netwark, This
seting applies only 1o this nétwork and any changs will lake effect
th nest Time you conmedt,

Use randosm addresses for this network

Click ‘Properties’ next to the Wi-Fi
connected.
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Switch Use random addresses for this
network to '‘Off’.
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