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Background



What is Passwordless?

« Sign in without the need of a traditional password.

« Support most HKBU systems and platforms.
« Use Biometric to sign-in.
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Fingerprint Recognition Facial Recognition
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https://ito.hkbu.edu.hk/services/it-security/passwordless.html

Applications Support Passwordless

BUniPort

Moodle

GenAl Platform

BUHub (New Platform)
190+ BUAM applications
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Why Passwordless?

 Enhanced Security:

 Eliminates risks of weak, reused, or stolen
passwords.

 Reduces the risk of phishing and helps protect
your account from unauthorized access.

* Faster Sign-in:

« Sign in using a Passkey, DUO Mobile, or Biometrics
on Registered Devices.

« Easier Access:

« Simplifies the sign-in process for a smoother user
experience.




Which Accounts Support Passwordless Login?

Student

Student

Account Society




Activate Passwordless for
Your SSOid



Activate Passwordless

Web HKBU Mobile

.

10:55\ all T @

Settings

| ITO - General Staff

Activation and Device Registration for

Passwordless/Biometric Single-Sign-0On (SSO) Authentication

Passwordless/Biometric Single-Sign-On (SSO) Authentication service offers a Should you need any assistance during the process, please contact our ITO

secure and convenient way to access your data and accounts of various Service Call Centre as follow: | D B
information technology (“IT") services by using your biometric credentials to General & Security
: : ¥ ; - “G P dl 5t ittt 4 Notification Settings Settings
verify your identity. Don’t wait! “Go Passwordless” to eliminate the passwor ITO Service Call Centre
i 1
fog 0o Tel: (852) 3411-7899 @) -
Email- hotline@hkbu,edu,hk Biometric Passwordless
To learn more about Passwordless, please visit our Passwordless Website.
2o
wopife
Pre-requisite: REGISTER DUO 2FA/MFA (if you have not yet done so) © Hong Kong Baptist University

c o ® =[®

Home Notifications Al Features e-Card Settings.
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https://iss.hkbu.edu.hk/buam/buam2/passwordless/welcome.seam
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Activate Passwordless (cont.)

From: ITO Service Call Centre <no-reply@hkbu.edu.hk>

Terms and Conditions, which shall remain in full force and effect. Sent: Wednesday, October 7,2026 12:28 PM

To: . hkbu.edu.hk>

Subject: Confirmation - Passwordless 550 Activation Successful [ONE MORE STEP to GO!]

22 Any waiver of any provisions of these Terms and Conditions must be made by the University in writing. Any failure or delay of the University to enforce any
provisions of these Terms and Conditicns or exercise any right, power or remedy hereunder shall not operate as a waiver of that provision, right, power or
remedy, nor shall any single or partial exercise or enforcement thereof preclude any other or future exercise or enforcement thereof or the exercise or

Dear YEUNG Yy

enforcement of any other provision. right, power or remedy hereunder.

23. These Terms and Conditions are governed by and construed in accordance with the laws of the Hong Kong Special Adminisirative Region of the People's The Passwordless/Biometric Singl.e Sign—On {SSD} Authentication feature has been
Republic of China (“Hong Koeng™). You agree to irmevocably submit to the exclusive jurisdiction of the courds of Hong Kong to resolve any claim or dispute succe ssfuLl.y activated for your account

arising out of or in relation to these Terms and Conditions.

ONE MORE Step to GO! Please follow the user guide to register your device(s) for

Yes, | agree to activate the Passwordless/Biometric No, | do not agree to activate the Passwordless SSO to enjoy seamless login without the need for passwords on biometric-
Single-Sign-On {SS0) Authentication for my SS0id. Passwordless/Biometric Single-Sign-On (SS80) enabled devices.

Authentication for my 3S0id.

Should you have any inquiries, please contact our Service Call Centre at 3411-7899 or
Copyright ® 2028 Office of Information Technology. All Rights Ressrved. ema i|. us at ho‘tLinE@hkbu Eduhk

Service Call Centre
Office of Information Technology

Read and agree to the Terms and Conditions to You will receive a confirmation email once
activate Passwordless

Passwordless has been activated for your account.




Passwordless Sign-In
Methods
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Passwordless Sign-In Methods

* Requires a Bluetooth-enabled PC/laptop and a mobile device registered as a
Passkey.

Passkey

* No device registration required.

DUO Mobile « Password required for first-time sign-in.

Register each device individually.

Registered Devices .. : : :
Passwordless sign-in is available only on registered devices.

D/~ \d g ok
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Passwordless Sign-In Using a Passkey

« Passkeys are a WebAuthn-based credential that makes
sign-in easier and more secure.

« Bluetooth is required on both the sign-in device
(PC/laptop) and the mobile device.

Your Mobile Device = Your Key!
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Passwordless Sign-In Using a Passkey

Register a Mobile Device as a Sign-in with a QR

Code and Passkey
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1. RegiSter a MObile DeVice dS da Pa33key *Bluetooth must be enabled on the

sign-in device to display the QR

code.
\

& Wwindows Security X

Save your passkey

&R a kR Close X
HONG KONG BAPTIST UNIVERSITY
: o
i - 4
Add a device Select an option . Windows Security 3 Passkey fc
Log in faster with Touch ID, Duo Push,
and more You'll use this to log in with Duo. You can add B} .
another option later Choose where to save your passkey fa]gt. G [x]
h= ~r

gg iPhone, iPad, or Android device

@ Duo Mobile Recommended 3 N é
Get a notification or code on your device #5
-

ﬁ Security key Eﬁ:'l:.:l- .IA.

Scan this QR code with your phone or tablet

Cancel ]
Need help? Secured by Duo [ 83 This will be saved to your phone or tablet. Change

(o )

Go to DUO Self-Service Portal Select ‘iPhone, iPad, or Android Scan the QR code with your
using a Bluetooth-enabled device'. mobile device to register it as a
PC/Laptop. Passkey.
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https://hkbu.login.duosecurity.com/devices
https://hkbu.login.duosecurity.com/devices
https://hkbu.login.duosecurity.com/devices

2. Sign-in with a QR Code and Passkey

EHERGRE
HONG KONG BAPTIST UNIVERSITY

Single Sign-On

Email Address

@hkbu_edu_hk]

Next

Secured by Duo

~

*Bluetooth must be enabled on the
sign-in device to display the QR
code.

° @ Windows Security * \

Save your passkey

C 3
C? Passkey fo

83 This will be saved to your phone or tablfit.

[
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Enter your HKBU email
address.

Scan the QR code with a device
registered as a passkey.

Verify with biometric
authentication.
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When Your Passkey Device Is Unavailable

sHERG AR

¥ Windows Security > \ \
HONG KONG BAPTIST UNIVERSITY

Sign in with a passkey suaaKE
HONG KONG BAPTIST UNIVERSITY

®® iPhone, iPad, or Android device o Couldn't use security key
O passkey for duosecurity.com - -
g ! Security key verification was canceled or took Other options to log in
too long.
I. )! H E If this is a new device or browser, log
in with another option first, and you'll Security Key
V JI _ @ @- This option didn't worl:. You may need )
" h be prompted to set up security key to select a different option.
verification.
" 4
I‘m sae Password >
E m ShOW other OptiOﬂS Use your password to log in
Try again

Scan this QR code with your phone or tablet

Secured by Duo

Secured by Duo
Cancel

Event ID: AXTS0CQPWNT74YAZINUM Gy

Click ‘Cancel’ when QR code Click ‘Show other options’. Select ‘Password’ to sign in, then
appears. complete DUO authentication.




My PC/Laptop does not support
Bluetooth.
Can | still enjoy Passwordless?
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Passwordless Sign-In Using DUO Mobile

 Password required for first-time sign-in.

» Use the same device and browser for future
Passwordless sign-ins.

« Signing in from a different device or browser
requires password authentication again.
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First Time Sign-In Using DUO Mobile

\

R RSB
HONG KONG BAPTIST UNIVERSITY
. . EEEE AR
S I ng IE S I gn'o n HONG Kﬂﬁ BAPTIST UNIVERSITY
@hkbu.edu.hk edit Check for a Duo Push

Verify it's you by approving the notification..
Password

[ e,

Sent to I0S

Are you logging in to BUAM_SSO_MFA?

® Hong Kong Baptist University

@ HK

\U

Other options

© 16:04

Deny

Approve

Login

Remember me

Need help? Secured by Duo

Secured by Duo

Mobile Device

Sign In Device

Enter your HKBU Email Address Authenticate with DUO Push.
and Password.
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Second Time Sign-In Using DUO Mobile

EHERG AR

& ik & *x & HONG KONG BAPTIST UNIVERSITY
HONG KONG BAPTIST UNIVERSITY

HFHERG AR
HONG KONG BAPTIST UNIVERSITY

Enter code in Duo Mobile Are you logging in to Is this your device?

Verify it's you by entering this verification code . . .
kDU edu i edit in the Duo Mobile 2pp... played If you're the only person who uses this device,
T T orphonecall Due will remember it for future logins.
- Verification code
e 296 206 00000 |
: N ‘ Yes, this is my device
Sentto i0S

No, other people use this device

f'_ﬂ

Other options

Secured by Duo

Need help? Secured by Duo

Secured by Duo

Sign In Device obile Devic

Enter your HKBU Email Address. Authenticate with 6 Digits Duo  Click “Yes, this is my device’ to
Mobile Passcode. proceed if you are using your own
device.
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Subsequent Sign-In Using DUO Mobile with Same Device & Browser

| — O

HWE AR R
@. HONG KONG BAPTIST UNIVERSITY @. ﬁNﬁUﬁ. gF:zl?NWERSIT\‘
Single Sign-On Check for a Duo Push
hkbu edu.hk edit Verify it's you by approving the notification. .
[ | Sent to i0S
‘ Log in

\ e
QOther options

Remember me

Secured by Duo Need help?

Sign In Device obile Devic

Enter your HKBU Email Address. Authenticate with Duo Push.
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Passwordless Sign-In on Registered Devices

* Register each device individually for Passwordless.

* Only registered devices can be used for Passwordless
sign-in.
» Authenticate using the device's biometric verification.
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Passwordless Sign-in on Registered Devices

Register Individual Devices for Sign-in on

Passwordless Registered Device




1. Register Mobile Device for Passwordless

~

~

HHERZETR
@ HONG KONG BAPTIST UNIVERSITY Close X

Select an option

Add a device
Log in faster with Touch ID, Duo Push,

You'll use this to log in with Duo. You can add
another option later.

FEZARE
HONG KONG BAPTIST UNIVERSITY

Select an option

You'll use this to log in with Duo. You can add

another option later.

@ Security key 5

Use a security key

and more
".,3 Recommended % Device vgr.Iﬁ’catlon‘ Recommended 5
") FaceID/Touch ID > -
" Use Face ID / Touch ID on this device
c Duo Mobile >
e Duo Mobile N Get a notificatio
Get a notification or code on your device
@ Security key >
L securit)

iOS Device

Android Device
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2¢Sign In
0
0
Use Face ID to sign in?

A passkey for will be saved in iCloud
Keychain and available on all your devices.

—

iOS Device

HHERATRR
uuuuuuuuuuuuuuuuuuuuuuuuu

Use device verification

Waiting for you to verify your identity.

Android Device

Go to DUO Self-Service Portal
using your Mobile Device.

verify your identity.

Select biometric verification to

Verify your identity using biometric

authentication to register your

device for Passwordless.

R/l


https://hkbu.login.duosecurity.com/devices
https://hkbu.login.duosecurity.com/devices
https://hkbu.login.duosecurity.com/devices
https://hkbu.login.duosecurity.com/devices
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2. Sign in on Registered Devices
( — N O )

NNNNNNNNNNNNNNNNNNNNNNNNN

Use device verification

Waiting for you to verify your identity.

2:Sign In X

\lr
L ] J.
2,Sign In Use Touch ID to sign in? V72N

You will be signed in to Unlock Your Device
“duosecurity.com” with your passkey for Please verify with your biometric or device pa

Use Face ID to signin?

You will be signed in to “duosecurity.com” with =\
your passkey for “ i ¢
ouch the fingerprint sensor
ontinue

Continue with Touch ID

Other Sign-in Options

USE PATTERN

iOS Device Android Device
Authenticate with Face ID/Touch ID on Authenticate with Biometric on
our iOS device. | _________yourAndroid device.
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Service CallCentre = KGR NS vt WOSR

¥ hotline@hkbu.edu.hk
& 34n789

2\ Service Centre, RRS303
(® 08:30-18:00 (Mon-Fri), 08:30-12:30 (Sat)

Thank you
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