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Set up MFA on Your New Device using Smartphone

Obtain Two-factor
Authentication (2FA)
Bypass Code

#_ Download on the

¢ App Store

This website will guide you to obtain a
bypass code in case your registered device
is not available for use.

For maximum protection, obtain bypass
code using a trusted device.

For more information and guidance, please 4
feel free to visit [T website.

GETITON

| P Google Play

*For staff and student only

DOWNLOAD
APK Bypass Code Portal P
QR code (T |
Search and install ‘'Duo Mobile’ from Log on the ‘Bypass Code Portal".
App Store / Google Play, or download (https://iss.hkbu.edu.hk/buam/buamz2/d
the APK here directly for Android device. uo_bypass_code/index.seam)

Obtain Two-facter ~  ® N o ... FHERE KD R A KD
Authentication (2FA) HONG KONG BAPTIST UNIVERSITY HONG KONG BAPTIST UNIVERSITY
Bypass Code DxbcfBrh [y = Obtain Two-factor Obtain Two-factor
- Authentication (2FA) Authentication (2FA)
Bypass Code Bypass Code

Retrieve Duo Bypass Code online

Check Your HKBU Email for Bypass

‘ a
|
4
4
The bypass code has been sent to yo
HKID 9. A1234xx(x) -> A1234 HKBU email account Pleasecheck your
mailbox to obtain the code. !
4

=)

What school did you attend for secondary

3 x4 v If you want to view the same code on screen, education? &
please click [Continue] button. Otherwise,

click [Exit] button to sign out.

(Jlase NCLUDE @rcucun | _ EI > . ll
@ifekbu.eduh)
é \11 | t
E] ‘ VIEW MY BYPASS CODE ONLINE

your information for verification. My Bypass Code Onscreen' button to see

Follow on-screen instructions to enter 1 Upon successful verification, click "View
the code on screen.

eeizea ] S
Bypass Code l
Obtain Two-factor
| Authentication (2FA)
Your Bypass Code: | Bypass Codea

= When you are prompted to choose
an authentication method during
login, choose 'Enter a Passcode’
and ent

Copy your ‘Bypass Code’ from the If you were unable to retrieve it and have
screen, click ‘Exit’ button to quit. forgotten the answer to your Security Question,

please complete and submit the ‘Application Form’
with Staff / Student card in person to ITO Service
Centre for further processing.
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Two-factor Authentication (2FA) is an enhancement tol

the security of your SSOid by adding a simple step to. EHEBEGAR FHERARR
the sign in process to validate your identity when you HONG KONG BAPTIST UNIVERSITY HONG KONG BAPTIST UNIVERSITY
ccccccc rtain HKBU T resources.

“This website will guide you through the device

registration process for 2FA. Once your SO Is Single Sign-On Single Sign-On
vt our

ih 2FA, you may aiso manage y¢

registereq devices here. Registaion s si Email Address hotline@hkbu.edu.hk edit
takes only a few minutes to complet
the sign In button on screen

Password

Rer o th duicatd vebsiefor morsdea:
o o ez » [

Shoukd you nesd any assistance during the Next
process, please contact our ITO Service Call
Centre as follow.

Login

ITO Service Call Centre
Tel: (852) 3411-7899
Emall
hotiine@nkbu.edu.hk

Device Management Portal
QR code Secured by Duo Secured by Duo

Go to Device Management Portal 7 Enter your '"HKBU Email Address’ and

(https://iss.nkbu.edu.hk/buam/DuoReq) password (on NEXT page). If you're using

and scroll down to the lower part and click non-HKBU networks, you need to answer
the ‘Sign In to Start Now' button to sign in. Security Question after that.

Tips: 'Email Address' is the full HKBU email
address instead of SSOid.

Manag

anage.
devie for
[@' T e 2
HONG KONG, BAPTIST UNIVERSITY
-~ = Settings - q = ;
Two-factor Authentication @' @' = Settings @ Settings
o R

[
device for
2FA

(2FA) Device Management; 0s o 5 ios
Portal Device:
- Please contact the servie counter ot your » os o ex. 867539 »
——
learning centre for inquiry if you are an SCE
e el
It you authenticate with "Passcode”, click Enter a Passoode

e Send Me a Push Send Me a Push
= When adding a new device, please select
’ Send Me a Push

"Tablet" even if you are using a smariphone.
Enter a passcode from Duo Enter a passcode from Duo
First Step Seco
- =3

8 Follow on-screen instructions, scroll down Enter your Bypass Code on the field and

to the lower part and click the ‘Enter a click the 'Log In’ button.
Passcode’ button.

n = i

i @

My Settings & Devices My Settings & Devices . )
Install Duo Mobile for Android

3 Android 3 Androia

+ Add another device # Change Device Name

Default Device: - il Delete Device
1. Launch the Google Play Store app and
Android search for "Duo Mobile
When 1og in doken 2. Tap Instal” o install the apo.
Askme o choose an authentication m 0 ol vy
Back | have Duo Mabile
Default Device:
-
s Android

=3 @ (-] zm @

‘Device Options’ / B blue button which The new QR code is displayed, click
device need to reactivation. 'Take me to Duo Mobile instead’
Then, click ‘Reactivate DUO Mobile’ button.

button.

1 Completed login, you can click the 1 1 Click 'l have Duo Mobile’ button.

Last updated: 26 Oct 2023 Page 2 of 3
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i}

Finish by Connecting to Duo Mobile Accounts Add e

To complete enrallment, we need to open the Duo Mobile

I:E‘ Take me to Duo Mobile
Enroll by scanning a OR code or via actvation ik

Hong Kong Baptist University
Hong Kong Baptist University

Passcode eeeeee Show

=3 £

Click the ‘Take me to Duo Mobile’ After successfully activated your device,
1 2 button. you will see a MFA entry shown in the

DUO Mobile app.

i i

7] i
My Settings & Devices My Settings & Devices My Settings & Devices [RIE=EETEE -
€2 Anaroig €} Android Token
Token + Add another device
+ Agd another device - Defauit Device:

Wnen | log in

‘Ask me fo choose an authentication | v

+ i
o Default Device: +Add another device
Saved

Upon successful re-activation, you Provide a new name (e.g. Mary
will see a list of registered devices 1 5 Mobile or SSOid) for the registered
under ‘My Settings & Devices'. device and click 'Save’ button to

Click ‘Device Options’ and then confirm the changes and complete
'‘Change Device Name' button for the process.

device rename if necessary.

Default Device:

When | log in

Askme to choose an authentication m: v

Refer to ITO MFA webpage for more
details.
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