EHEG KRE

Office of
Information Technology

HONG KONG BAPTIST UNIVERSITY ‘ & 5fl # 3% BR

Register Your First 2FA Device using Smartphone
(Using PC browser and smartphone that you can click here).

CiicK the sign in button on screen.

# Download on the
¢ App Store

GETITON

® Google Play

DOWNLOAD

APK

Refer to the dedicated website for more
details:
hitps://ito.hkbu.edu.hk/2fa

Should you need any assistance during the
process, please contact our ITO Service Call
Centre as follow.

ITO Service Call
Centre
Tel: (852) 3411-7899
Email:
hotline@hkbu.edu.hk

Sign In to Start Now,

smartphone from App Store, Google Play or
download the APK here directly for Android

device.

1 Search and install ‘Duo Mobile’ on your
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3 Enter your 'SSOid" and password (on NEXT

page). If you're using non-HKBU networks,
you need to answer Security Question after
that.

Tips: 'SSOid' is staff username/student
number (not email address)

(https://iss.hkbu.edu.hk/buam/DuoReg),
scroll down to the lower part and click ‘Sign
In to Start Now'.

2 Go to Device Management Portal

LR A m "ng
HONG KONG BAPTIST UNIVERSITY
Protect Your Hong Kong

Baptist University
Account
Two-factor Authentication
(2FA) Device Management
Portal

« Please contact the service counter of

your learning centre for inquiry if you ara

an SCE student.
+ If you authenticate with "Fasscode”, dlick

process.

* When adding a new device, please select

“Tablet" even If you are using a

and click ‘Start setup'.

1 Upon successful verification, scroll down

@- = Settings

What type of device are you
adding?

Mobile phone RECOMMENDED

@ Tablet (iPad, Nexus 7, etc.)

=

o] [z ]

Install Duo Mobile

Finish by Connecting to Duo
Mobile

Py Haxt

Select "Tablet’ (even if you're using a
5 smartphone) and click 'Continue’.
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Click 'l have Duo Mobile',
Click ‘'Take me to Duo Mobile’,
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https://iss.hkbu.edu.hk/buam/DuoReg
https://apps.apple.com/us/app/duo-mobile/id422663827
https://dl.duosecurity.com/DuoMobile-latest.apk
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en&gl=US
https://iss.hkbu.edu.hk/buam/DuoReg
https://dl.duosecurity.com/DuoMobile-latest.apk
https://apps.apple.com/us/app/duo-mobile/id422663827
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en&gl=US
https://ito.hkbu.edu.hk/pub/2fa/guides/Register_Your_First_2FA_Device_using_PC_and_Smartphone.pdf
https://ito.hkbu.edu.hk/content/ito/en/_jcr_content.ssocheck.json?pathPdf=/content/dam/hongkongbaptistuniversity/ito-assets/doc/public/2fa/guides/register-your-first-mobile-device-using-computer-and-smartphone.pdf

= Finish by Connecting to Duo
Edit | | + Mobile

DUO-PROTECTED

To complete enroliment, we need to open the.
Hong Kong Baptist University

Duo Mabile application and connect your
aceount

Enroll by scanning 8 OR coda or via activation
link

@

About passcodes

7 Click 'Open’ to complete the registration Swipe back to the portal and click ‘Next".

on your smartphone.

Tips: Keep it on your smartphone for future
logins.

Please verify that the registration details
listed below are correct. Donel Two-factor Authentication will be )
Glick [Previous] button to make changes or effeotive In two houss, & i oK
5 Please click [Sign Out] link on top right hand HONG KONG BAPTIST UNIVERSITY
click [Confirm] button when done. m————-

Thank you for helping us to keep your data

safe!
Registration Details: w
Two-factor Autheénfication
$S0id

e o (2FA) Device Management
Registered

Phone  N/A [Activated) Portal
L) Number
Dsvicets) (Status)

* Please contact the service counter of
your learning centre for inquiry If you are
an SCE student.

Platform  Apple i0S

* I you authenticate with *Passcode*, click
e pascoso TR Lo 18
process.

© When adding a new device, please select

Scroll up and click 'Sign out’ to

complete the registration.

You will see the list of your registered 2FA
device(s) and click 'Confirm’.

Refer to ITO 2FA webpage for more
details.
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https://ito.hkbu.edu.hk/services/it-security/2fa.html

