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Email Data Leakage Prevention (DLP)

Quarantine Notification

The email you sent on 2021-05-05 12:35:52 with Subject: DLP Test has been QUARANTINED as it has been detected to contain the
following type of sensitive data:

Credit Card Number

and may have violated the Data Leakage Prevention (DLP) Policy.

Please kindly REVIEW the message and its attachment(s).

ITO Reference: 101197

I you think it has been incorrectly quarantined and NO sensitive/personal data is present, including but not limited to HKID,
Passport/identity No., Staff/Student/Applicant No, Bank Account/Credit Card No., Phone No., Sensitive Dates (e.g. Date of Birth),
Personal Email Address, and if Address, etc.

Please click the [Release Email] button below to release the email. Otherwise, please click the [Discard Email].

Release Email Discard Email

VI a8 Don't present any UNENCRYPTED sensitive or personal data within email

Quarantine Notification

The email you sent on 2021-05-05 12:35:52 with Subjeci: DLP Test hg
following type of sensitive data:

Credit Card Number

and may have violated the Data Leakage Prevention (DLP) Policy.

Please kindly REVIEW the message and its attachment(s).

ITO Reference: 101187

message is suspected to contain excessive
amounts of unencrypted sensitive or
personal data.

1 You will receive an email notification if the

Only the emails delivered from your
University email account, i.e.
SSOid@hkbu.edu.hk, will be affected.

To identify the quarantined email, please
note:

@ Sent Date and Time,

@® Email Subject,

© Suspected Type of Sensitive Data and
O ITO Reference

on the email notification.
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The email you sent on 2021-05-05 12:35:52 with Subject: DLP Test has been QUARANTINED as it has been dete
following type of sensitive data:

Credit Card Number

and may have violated the Data Leakage Prevention (DLF) Policy.

Please kindly REVIEW the message and its attachment(s).

ITO Reference: 101197

If you think it has been incorrectly quarantined and NO sensitive/personal data is present, including but not limited 1
Passport/idenfity No., Staff/ Student/Applicant No, Bank Account/Credit Card No., Phone No., Sensitive Date|
Personal Email Address, and Residential/Correspondence Address, efc.

Flease click the [Release Email] button below to release the email. Otherwise, please click the [Discard Email].

Release Email Discard Email

Any email containing sensitive/personal dala MUST BE ENCRYPTED with STRONG Password when being sent.

For any questions, please contact ITO Service Call Cenire below.
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Review the quarantined email in the “Sent”
t 4

3 / "Sent Mail” folder of your email accoun
for existence of all types of

sensitive/personal data mentioned in the

email notification.

Last updated: 17 Feb 2022

Click Release Email > Confirm ‘Release’ to
continue or Discard Email > Confirm
‘Discard’ to abort sending the message.
You will then receive another notification
after the email has been released or
aborted successfully.

To resend the discarded email, make
sure you have removed (or
encrypted) all sensitive or personal
data first.
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