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Activate and Register Passwordless/Biometric SSO Authentication by
Using Passwordless Management Feature in HKBU Mobile

Staff and students can download the HKBU Mobile app and enable
Passwordless/Biometric SSO Authentication using the Passwordless Management
feature. After the activation, you may register your phone as a roaming Security
Passkey [RECOMMENDED] and/or register each of your individual devices to enjoy

the Passwordless SSO Authentication.

STEPS:

A. Activate Passwordless/Biometric SSO Authentication in HKBU Mobile app
B. Register Your Phone as a Universal Roaming Security Passkey [RECOMMENDED]

AND/OR

C. Register Individual Devices for Passwordless SSO [Optional]

A. Activate Passwordless/Biometric SSO Authentication in HKBU Mobile app
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Open the HKBU Mobile app
1 and login using your SSOid
account. Go to ‘Settings’
and tap 'Passwordless
Management'.
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Biometric SSO Authentication involves TWO steps:

By taking the above steps for activating and/or
registering device for the Passwordless/Biometric
SSO Authentication, you shall be taken to have
confirmed that you have read, understand and agree
to be bound by the following Terms and Conditions
(“these Terms and Conditions”) for using the
Passwordless/Biometric SSO Authentication for
identity authentication, through which you may have
access to your data, accounts and IT services
provided by Hong Kong Baptist University (the
“University”).

IF YOU DO NOT ACCEPT OR AGREE TO ANY OF
THESE TERMS AND CONDITIONS, PLEASE DO NOT
ACTIVATE THE PASSWORDLESS/BIOMETRIC SSO
AUTHENTICATION.

(m] Terms and Conditions for /Biometric SSO
Authentication,

Check the box to read the
Terms and Conditions for
Passwordless/Biometric
SSO Authentication.
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20. If any provision of these Terms and Conditions is
held by any court of competent jurisdiction to be
illegal, invalid or unenforceable, such provision
shall be deemed to be severed from these
Terms and Conditions and shall not affect the
lawfulness, validity or enforceability of the
remaining provisions of these Terms and
Conditions, which shall remain in full force and
effect.

. Any waiver of any provisions of these Terms and
Conditions must be made by the University in
writing. Any failure or delay of the University to
enforce any provisions of these Terms and
Conditions or exercise any right, power or
remedy hereunder shall not operate as a waiver
of that provision, right, power or remedy, nor
shall any single or partial exercise or
enforcement thereof preclude any other or future
exercise or enforcement thereof or the exercise
or enforcement of any other provision, right,
power or remedy hereunder.

. These Terms and Conditions are governed by
and construed in accordance with the laws of the
Hong Kong Special Administrative Region of the
People’s Republic of China (“Hong Kong"). You
agree to irrevocably submit to the exclusive
jurisdiction of the courts of Hong Kong to resolve
any claim or dispute arising out of or in relation
to these Terms and Conditions.

| have read and accepted the Terms and
Conditions for Passwordless/Biometric
Single-Sign-On(SSO) Authentication

Read all the Terms and
Conditions, and tap 'l have
read and accepted the
Terms and Conditions for
Passwordless/Biometric
Single-Sign-On (SSO)
Authentication’ to accept.
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https://ito.hkbu.edu.hk/pub/2fa/guides/Register_Your_First_2FA_Device_using_PC_and_Smartphone.pdf
https://ito.hkbu.edu.hk/content/ito/en/_jcr_content.ssocheck.json?pathPdf=/content/dam/hongkongbaptistuniversity/ito-assets/doc/public/2fa/guides/register-your-first-mobile-device-using-computer-and-smartphone.pdf
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been received on 2025-12-29 10:54(HKT).

Please wait for the Confirmation Email and follow
R i the instruction to proceed the LAST STEP to
Confiemmation emell register your biometric device(s).

Contact our service Call Centre if you do NOT
receive the email after 2025-12-29 11:54(HKT).

0ofsS0)
EACH. i
(for EACH device) Thank you for your patience!

By taking the above steps for activating and/or

By taking the above steps for activating and/or [ [F]  Termsand Conditions for Passwordiess/ ]
registering device for the Passwordless/Biometric

. : Biometric SSO Authentication
registe tric

SSO Al Confirm to activate Passwordless/ £
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confirmed that you have read, understand and agree R ¥ Exit
to be bound by the following Terms and Conditions (oo ons

Cancel Confirm

(“these

(“these Terms and Conditions") for using the
Passwo, =

ic SSO AL ication for
identity authentication, through which you may have
access to your data, accounts and IT services
provided by Hong Kong Baptist University (the
“University”).

identity authentication, through which you may have
access to your data, accounts and IT services
provided by Hong Kong Baptist University (the
“University").

IF YOU DO NOT ACCEPT OR AGREE TO ANY OF
THESE TERMS AND CONDITIONS, PLEASE DO NOT
ACTIVATE THE PASSWORDLESS/BIOMETRIC SSO
AUTHENTICATION.

IF YOU DO NOT ACCEPT OR AGREE TO ANY OF
THESE TERMS AND CONDITIONS, PLEASE DO NOT
ACTIVATE THE PASSWORDLESS/BIOMETRIC SSO
AUTHENTICATION.

Terms and Conditions for i ic SSO

E/' Terms and Condit for El

Authentication,
ctivate Passwordless/Biometric SSO
Activate Passwordless/Biometric SSO
Authentication y
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Tap 'Activate In the pop-up box, tap A confirmation email will

Passwordless/ ‘Confirm'’ to complete the be sent to your HKBU

Biometric SSO activation. email account within

Authentication’ minutes. If you haven't

button. received it after an hour,
please contact the ITO
Service Call Centre for
assistance.
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B. Register Your Phone as a Universal Roaming Security Passkey [RECOMMENDED]

AND/OR

C. Register Individual Devices for Passwordless SSO [Optional]

in the DUO Self-Service Portal (SSP) for Passwordless/Biometric SSO

Authentication

Settings

ITO - General Staff
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General & Security
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Passwordless/Biometric SSO
Authentication Activated

Terms and Conditions for Passwordless/
Biometric SSO Authentication
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and login using your SSOid
account. Go to ‘Settings’
and tap 'Passwordless

Management'.

1 Open the HKBU Mobile app

Tap '‘Duo Self-Service

Portal’ button.

You will be directed to the Duo Self-
Service Portal, you have to sign in
again with your SSOid.

]

( Cancel )

Tap 'Proceed’ button to

open the Duo Self-
Service Portal page.

4 To complete STEP (B) [RECOMMENDED], follow the instructions to "Register your Phone as

a universal Security Passkey".

AND/OR

To complete STEP (C) [Optional], Register Individual Devices for Passwordless SSO according

to your mobile/PC operating systems
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https://ito.hkbu.edu.hk/content/dam/hongkongbaptistuniversity/ito-assets/doc/public/passwordless/10.register-your-phone-as-a-passkey.pdf
https://ito.hkbu.edu.hk/content/dam/hongkongbaptistuniversity/ito-assets/doc/public/passwordless/10.register-your-phone-as-a-passkey.pdf
https://ito.hkbu.edu.hk/services/it-security/passwordless.html?tabs1=user-guides-tab
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