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FRHAR Erasing Data Permanently in Hard Drive

Introduction

From time to time, the University would dispose obsolete PCs/computers. These obsolete
PCs/computers may be donated to non-profit making organizations or sold to the vendor
for recycling.

In order to prevent data leakage from the disposed machines, Departments/Offices must carry
out data erasure procedure before the PC/computer is physically released to the third party.

This document captures the recommended procedure for carrying out a permanent data erasure
of a hard disk by applying the Disk Killer, a software acquired by ITO to clear every byte in the
disk.

Recommended Erasure Procedures
1. Obtain the Killdisk program from ITO help desk.

2. Before carrying out the erasure procedure, you must confirm with the machine owner
that all the data in the PC/computer will be permanently destroyed and could not be
recovered afterward.

3. Upon confirmation, insert the Disk Killer CD and power on the PC. Choose “Start
Active@ Boot Disk for Windows” option to boot up the machine. After system has
started up, Active@ Boot Disk will be loaded automatically. Click OK button.

i CD/DVD Boot Options

Start Active@ Boot Disk for Hindows
Start Memory Test (memtest86+)
Start default 0S from Hard Disk Drive

Active @ Boot Disk

M Additional keyboard layout— ™ 898 — 9 — ¥ —
’VKeyboard layout to install:

Time zone: (GMT +08:00) Beijing, Chongging, Hong Kong, Urumgi
Screen resolution:

[ 1nitialize network interface,

Enter your preferences and dick "OK™ to continue.
Copyright ® 1998 - 2014 LSoft Technologies Inc. Al rights reserved.

4. The software then shows all physical device components in the left pane.

Select the hard drive to be erased i.e. select checkbox “Select for Wipe/Kill” and
then click Kill button.
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® Active@ KillDisk [Licensed to: Hong Kong Baptist University] i o (=] S|
Booen (oo e | o O
IEL:N:H System Devices Size Serial Start Sector Sectors Last Sector
E Fixed Diskd ATA ST3808110AS (74,5 GB) 3 NTFS 25.7 GB  2C83-63EF 102416384 53829631 1562460
» R B - ALLK = aizs, e DL =LO/ O USRI sy
| selea Unallocated aE 62
w Unallocated Space Unallocated 0.98 MB 102414375 2009 1024163
1 2 « Unallocated Space Unallocated 1.95 MB 156246016 3984 1562499¢
Properties E’:@
ATA  ST3808110AS
Property Value
Device Fixed Disk0
Type Fixed Disk
System Name 80h
0S Device \\.\PhysicalDrive0
BIOS Name ATA  ST3808110AS;
BIOS Serial 4LR2KR2Z
BIOS Version 3.ADH
Total Size 74.5 GB (800000000C
Cylinders 9726
Tracks per Cylinder 255
Sectors per Track 63 <] 1 ]
Bytes per Sector 512
o Date/Time Event
©  201510-1517:25:59 Initialzed Active@ KilDisk v. 9.2.2, Kernel 5.02.10, 32-bit executable
(] [»)
5. The Erase Method screen indicates the US DoD 5220.22-M (3 pasess,verify) method will

be used. Click Start button.

x

@ ATA  ST3808110AS 74.5GB

1 object to il

- Erase

Method: | One Pass Zeros (1 pass) (a]

[ us 0o 5220.22:4 (3 passes, verify)

Canadian OPS-II (7 passes, verify) —
Canadian CSEC ITSG-06 (3 passes, verify)
German VSITR (7 passes, verify)

Russian GOST p50739-95 (2 passes, verify)
Peter Gutmann (35 passes, verify)

User Defined o . E
Verification: ‘ s %o
- Options Additional comments to place on certificate: ——

1 Initialize Disk(s) after Erase

[ write Fingerprint to first sector
[[] skip Disk Erase Confirmation
[] Save Log & Shutdown PC

more options... Start Cancel

6. At the Confirm Action screen, type ERASE-ALL-DATA in the text box provided and click
OK button to perform the data removal.

Note that all data will be permanently erased with no chance for recovery.
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® Confirm Action _IX
@ Are you sure you want to erase disks?
i Confirm erase by typing
Type: ERASE-ALL-DATA || |
7. During the erasing process, the progress bar indicates the process status.
® 0% process completed _ T _]_]- o l'
File Task View Help
% Refresh El Scan E: “ viipe 1 Preview @ ’-;}
B8], ocal System Devices
[ Fixed Diskd ATA ST3808110AS (74.5 GB)
Erasing... 0% )
@ Erasing
i )8110AS (S/N: 4LR2KR2Z) - 74.5 GB
Properties ] 2
ARNSTRISHAS Pass: 1 of 3 Writing
Property Value
Device Fixed Disk0
Type Fixed Disk
System Name 80h
0S Device \\.\PhysicalDrive0
BIOS Name ATA  ST3808110AS
BIOS Serial 4LR2KR2Z
BIOS Version 3.ADH T
Total Size 74.5 GB (800000000C B PR
Cylinders _ 9726 Elapsed time: 00:00:09  Time left: 00:00:00
Tracks per Cylinder 255 Stop All
Sectors per Track 63 [ % ]
Bytes per Sector 512 =
o Date/Time Event |
[:) 2015-10-15 17:31:08 Erase method: US DoD 5220.22-M (3 passes, verify) Passes: 3 [Verification 10%] | |
©  201510-1517:31:08  Selected: Fixed Disk0 ATA  ST3808110AS (S/N: 4LR2KR2Z) - 74.5 GB
4 @  201510-1517:31:08  Erase Fixed Disk0 ATA  ST3808110AS (S/N: 4LR2KR2Z) - 74.5 GB
@ . D ©201510-1517:31:08 Started: 2015-10-15 17:31:08 ||
8. The program stops automatically when the erasing process has completed.
Tracks per Cylinder 255 | |
Sectors per Track 63 4] 0 | I
Bytes per Sector 512

= Date/Time Event &
© 2015-10-1518:43:36  Finished 2015-10-15 18:43:36
2015-10-15 18:43:38  Time taken: 01:12:29

]
2015-10-15 18:43:38 E i 3
i | D rg 2015-10-15 18:43:38 Erase Session Finished I E
[ I

9. A Sanitizing Certificate will be automatically generated to indicate device is securely
erased.
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October 15, 2015
Erase Fixed DiskO ATA  ST3808110AS (S/N: 4LR2KR2Z) - 74.5 GB

Started: 2015-10-15 17:31:08

Storage size: 74.5 GB (80000000000 bytes)

Erase method: US DoD 5220.22-M (3 passes, verify) [Verification 10%]
Pass 1 - OK (0x000000000000)

Pass 2 - OK (OxFFFFFFFFFFFF)

Pass 3 - OK (Random)

\erification passed OK

Erase Finished: 2015-10-15 18:43:36

Total Erase Time: 01:12:28

Sanitizing Status: SUCCESS

10. After erasing, turn off the computer.

@® Run...
@ Load Driver

E Turn Off Computer Turn off computer
3 @

[

Turn off

\ @O
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