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FHRHKR BUSRH-Advanced Wi-Fi Service User Guide for Windows 7

The BUSRH-Advanced service covers most area of the Hong Kong Baptist University
Student Residence Halls. It is a secured connection by 802.1x authentication.

Setup Procedure (done once)
1. Install Wi-Fi digital certificate from
https://ito.hkbu.edu.hk/pub/wifi network/files/HKBU CA.zip

2. Click E Start > Control Panel > View network status and tasks >
Manage wireless networks > Add

[ . -« "e = . o e |

@thﬂ] « Net.. » Manage Wireless N... - | 3 | | Search Manage Wireless Networks 2 |

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

| Add ) Adapter properties  Profiletypes  Metwork and Sharing Center rﬁ.

0 items
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”n

3. Click on “Manually create a network profile

=5 l
S —— [

(NS ! Manually connect to a wireless network
- e n e o M— -

How do you want to add a network?

& Manually create a network profile
: This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need te know the network name (551D) and
security key (if applicable).

. Create an ad hoc network |
Y This creates a temporary network for sharing files or an Internet connection
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4. Setup as follow

q

{

5. Cl

| Security type:

ki

@_ﬂh‘hﬂuﬂi connect to a wireless n:hwﬁ- . |

Enter information for the wireless network you want to add

BUSRH-Advanced ./

Metwork name:

Encryption type:

Security Key: | Hide characters

[¥] Start this connection automatically

[7] Connect even if the network is not broadcasting
Wamning: If you select this option, your computer's privacy might be at risk.

ick on “Change connection settings”

(). 1 Mnually connectto s virless petwork B - L_

Successfully added BUSRH-Advanced

| & Change connection settings
| Open the connection properties so that | can change the settings.
i
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6. Click on “Security” tab, then “Advanced settings”

BU-Standard Wireless Network Properties

(S |

Comecidy sewrts

Security type: | WPA2-Enterprise

Encryption type: [AES

Choose a network authentication method:

[MicrosoFt'. Protected EAP (PEAR) v] [ Settings

me I'm logged on

Advanced settings

emember my credentials for this connection each
0

ok || cancel

7. Set up as below

r
Advanced settings P

:802. 1 setﬁnaa 802,11 settings

|:|e::iF5'I authentication mode:

Delete credentials for all users

[~ Enable single sign on for this network

Maximunn delay {seconds):

sign on

and user authentication

{User authentication > | ¥ Save credentials

{@ Perform immediately before user logon

Perform immediately after user logon

Allow additional dialogs to be displayed during single

This network uses separate virtual LANs for machine

10 =

ok || cancel
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8. Select “Microsoft: Protected EAP (PEAP)” then click on “Settings”

'

BU-5tandard Wireless Network Properties

o=

e
Comectofd seariy )

Security type:

| WPA2Enterprise

Encryption type: [AES

o MR

ptse a network authenticati
Microsoft: Protected EAP (PEAF)

=

Settings

time I'm logged on

k Advanced settings i

Remember my tregerhar for this connection ea
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9. Set up as below.

gt ==

When connecting:
' alidate server certificate

[ |:| Connect to these servers:
Trusted Root Certification Authorities:
[] GlobalSign Root CA -
3 [] GTE CyberTrust Global Root
|; 1
[7] Microsoft Root Authority
[] Microzoft oot Certificate Authority -

4| i | ¢

|:| Do not prompt user to authorize new servers or trusted
certification autharities.

%Ect Authenticati d: ‘
..
(l Secured password (EAP-MSCHAF v2) 1'
——

Enable Fast Reconnect
[ Enforce Metwork Access Protection
[ | Disconnect if server does not present cryptobinding TLY

[] Enable Identity Privacy 6
( [ O i] Cancel

EAP MSCHAPV2 Properties e
Conftigure...

When connecting:

omatically use my Windows logon name and
password [and domain i any).

2. oK [ Cancel ]

10. Click “OK” repeatedly to save the setting.
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Connect the service
1. Click on wireless LAN icon-.

2. Click on “BUSRH-Advanced”, at “Windows Security” window fill in $SOid and
password, then click “OK”".

SSOid (Single-Sign-On Identity)
For student: his/her student number, e.g. 12000000
For Staff: his/her email-name, e.g. chanman for chanman@hkbu.edu.hk

Security

Hot connected

:d:[!] Connectsons are available

Wireless Metwork Connection
: .

BUSRH-Adwan

Metwork Authentication
Please enter user credentials 2.

BL-Web

eunoam

Unreersities WiF

&
o
b

Open Metwork and Sharing Center

3. Assuccessful connect the wireless LAN icon change to n

For enquiry, please contact Service Call Centre at 34117899, or email hotline@hkbu.edu.hk.
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